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ABSTRACT
The creation and distribution of child sexual abuse materials (CSAM)
involves a continuing violation of the victims’ privacy beyond the
original harms they document. A large volume of these materials is
distributed via the Freenet anonymity network: in our observations,
nearly one third of requests on Freenet were for known CSAM. In this
paper, we propose and evaluate a novel approach for investigating
these violations of exploited childrens’ privacy. Our forensic method
distinguishes whether or not a neighboring peer is the actual uploader
or downloader of a file or merely a relayer. Our method requires
analysis of the traffic sent to a single, passive node only. We evaluate
our method extensively. Our in situ measurements of actual CSAM
requests show an FPR of 0.002 ± 0.003 for identifying downloaders.
And we show an FPR of 0.009± 0.018, a precision of 1.00± 0.01, and
a TPR of 0.44 ± 0.01 for identifying uploaders based on in situ tests.
Further, we derive expressions for the FPR and Power of our hypothesis
test; perform simulations of single and concurrent downloaders; and
characterize the Freenet network to inform parameter selection. We
were participants in several United States Federal Court cases in which
the use of our method was uniformly upheld.
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• Security and privacy→ Privacy protections; •Applied com-
puting→ Network forensics.
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1 INTRODUCTION
Anonymous communication systems, including Freenet [1, 2] and
Tor [3], play a critical role in the sexual abuse of children [4–26].
They are more than venues and conduits for the trafficking of child
sexual abuse material (CSAM1). They mask the perpetrators’ activ-
ities and they ensure persistence of CSAM over many years [27],
which is a continued victimization of depicted individuals into their
adulthood [28–32]. CSAM made available via anonymous systems
is used by perpetrators to groom new victims through normaliza-
tion of the acts they depict [33]. These acts represent the gravest
privacy violations of the child victims. Therefore, it is critical that
investigators have available to them methods to stop these crimes
on anonymous communication systems.

Although not as popular as Tor and often overshadowed by it,
Freenet has been consistently used by thousands of users a day
for decades. Files published to Freenet are fragmented into small
encrypted blocks that are dispersed randomly throughout the net-
work of peers. A manifest key is a URI necessary to retrieve and
reconstruct the original file. Manifest keys for published files are
often broadcast via open, public forums. In addition to representing
files on the network, manifest keys are used to find HTML-based
websites called freesites and a Usenet-like forum called Frost.

We found a number of user-created areas on Freenet explicitly
and openly dedicated to child sexual exploitation.We harvested over
124,000 manifest keys from these public areas. Law enforcement
was able to confirm that many referenced CSAM images; and half
of those they identified were deemed severe, meaning they involved
very young victims or violent acts. We then took a sample of Freenet
traffic, and found that over 30% of all requests on Freenet were for
the keys we harvested.

To stop these crimes, investigators require a method that is both
effective and forensically sound. We adopt the Daubert standard [34]
as our definition of forensic soundness. That is, we seek a method
that is based on a testable hypothesis, has a known error rate,
follows existing standards, and uses generally accepted methods.
Prior work has revealed some vulnerabilities in Freenet’s approach
[35–40] that could in theory be applied to forensic investigations.
However, these past works are relatively heavyweight approaches
that would require active maneuvering of the investigator’s posi-
tion, the use of active traffic probing, the use of multiple peers, or
relied on ephemeral bugs. Furthermore, Freenet developers have
largely addressed these vulnerabilities.

1CSAM is often called child pornography.
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Contributions. In this paper, we design and evaluate a method
for investigation of CSAM-based privacy violations and re-victimi-
zation on Freenet. We present a novel approach to distinguishing
whether or not a neighboring peer is the actual uploader or down-
loader of a file in Freenet. Our algorithm can be enacted by a single
peer using only the passive analysis of the traffic that is sent to it by
the neighbor. Our method is strongly justified, and we show it to be
effective for investigators and forensically sound. Our efforts place
a priority on quantifying and eliminating possible false positives.
We also detail use of the method to rescue children from abuse.
Our method has been considered by several US District Courts, and
all have upheld its use in criminal investigations. Our technique
is based on a simple observation of Freenet: requests associated
with a manifest are divided among neighbors, and counts of re-
quests fall exponentially with each hop from the original uploader
or downloader. Our specific contributions are as follows.

• Motivation. We observe that at least 30% of request traffic on
Freenet is for CSAM-related content. This fraction is consis-
tent over four years of measurements that we have made. We
also analyze, for the first time, the basis of Freenet’s anonymity
mechanism and prove it prevents the use of hop counters for
de-anonymization.
• Investigative technique and in situ evaluation. We derive
an investigative technique based on a Bayesian hypothesis test
that considers request traffic. The test models the investigator’s
decision for whether or not a neighboring subject is a downloader
or uploader of content. To evaluate the technique, we placed
nodes on the real network and waited for them to be used as
relays for actual CSAM investigated by law enforcement; we
observed an FPR of 0.002 ± 0.003 (n = 918). In separate tests, we
uploaded non-CSAM content to the real network. We observed
an FPR of 0.009 ± 0.019 (n = 111), a precision of 1.00 ± 0.01 (n =
4, 415), and a TPR of 0.44 ± 0.01 (n = 9, 965) for our technique.
• Analysis and simulation. We derive expressions for the FPR
and Power of our Bayesian test. The expressions validate our in
situ evaluation, predicting that for typical scenarios on Freenet,
the probability of false positives is very low and decreases with
the size of the file shared. Meanwhile, the probability of a false
negative remains low. This result is further validated by simu-
lations where we construct and vary the topology. Additionally,
we show through simulation why the traffic of other, concurrent
downloaders that might pass through the subject is not a signifi-
cant source of false positives. We detail and validate assumptions
of our model and set parameters based on Freenet’s design, its
operation, and characterization of its network.
• Deployment and legal outcomes.We disclosed our work pub-
licly [14]. We were consulted during investigations that made
use of the method, and we were participants in several US Fed-
eral Court cases. We summarize the outcomes, which resulted in
justice for re-victimized persons whose depictions of abuse were
in possession by the downloader, and in one case, the rescue of
children from hands-on abuse by a Freenet downloader.
• Anonymous system design. We discuss user and developer
changes to Freenet that may allow requesters to avoid detection.

We conclude by comparing to related work and reviewing ethical
concerns. Given these results, we argue that this investigative

technique is a highly accurate, efficient, effective, and forensically
sound method of addressing child privacy violations resulting from
the use of Freenet to upload and download CSAM.

This paper expands significantly on a prior workshop publica-
tion by the authors [14] and is distinguished by the following new
contributions: a proof that de-anonymization cannot be based on
Freenet’s probabilistic packet hop counters (Theorem 1 in §4.2); pa-
rameter validation based on characterization of Freenet’s topology
(§4.4); an empirical measurement of FPR for downloaders based
on years of in situ experiments (§5.1); expansion of our method to
identification of uploaders, including an empirical measurement
of precision, TPR, and FPR based on in situ experiments (§5.2); an
analytical model of FPR and Power (§5.3: Theorems 2, 3, 4, and 5 and
Lemmas 1 and 2); simulation-based evaluation of the false positives
caused by concurrent downloads (§6.2); and reporting of outcomes
from use of the method by law enforcement in practice (§7). Over-
all, each of these new results adds substantially to our assessment
of the forensic soundness of the technique by demonstrating via
multiple methodologies that it produces reliable evidence.

2 BACKGROUND
Freenet is an overlay network that operates as a distributed data
store, with each participating node anonymously contributing key-
value storage to encrypted blocks of data [1, 2, 41]. A key is the
SHA256 hash of the block. Freenet nodes form a small-world net-
work [42] with each node connecting to other nodes, the set of
which we call its peers or neighbors. Unlike anonymity systems,
Freenet users do not attempt to hide their IP addresses behind
proxy nodes (e.g., Tor guard nodes). Instead, nodes attempt to blend
their traffic into traffic generated by other nodes. Freenet has two
operational modes: darknet and opennet. In darknet mode, Freenet
nodes only connect to peers for which the user has explicitly given
permission. In opennet, nodes connect to other opennet nodes,
discovered from well-known seed nodes or other nodes. Opennet
allows for neighbors to exchange information on their peers and
form new connections to better organize the network. We focus ex-
clusively on opennet. Our method should work for darknet, though
it would also require social engineering to join specific darknets.

Uploading Files and Manifests. For a file to become available
to Freenet nodes, it must first be uploaded (or inserted) by a node
into the network. Nodes do not explicitly share files; files must be
retrieved from the network’s distributed data store. When a file is
inserted into the network, Freenet divides it into encrypted 32KB
content blocks (or simply blocks). The inserting node (or requester)
distributes the blocks to its peers. A peer may place the block in its
own storage, and it may also send the block to its own peers.

After the requester distributes the content blocks, it inserts a
separately encrypted 32KBmanifest block. The manifest block holds
the SHA256 hash and decryption key of each of the file’s content
blocks. For large files with many blocks, the manifest block cannot
reference all of the content blocks andwill instead reference another
level of manifest blocks. Finally, Freenet returns a human-readable
manifest key to the user. The manifest key is a URI, consisting of the
manifest block’s SHA256 hash and decryption key. Freenet allows a
user to decide between two primary types of manifest key: content
hash key (CHK) or signed subspace key (SSK). CHK blocks will
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be identical for multiple copies of the same file. SSKs generate a
unique encryption key per upload, and thus the blocks would be
distinct per manifest and uploader. Anyone with knowledge of the
manifest key can retrieve the file.
Downloading. Retrieving a file from the network is the inverse of
inserting it. The downloading node—also known as the requester—
first retrieves and decrypts the manifest block(s) to get the hash and
encryption keys of the content blocks. The requester then retrieves
and decrypts the content blocks, and finally reconstructs the file
data. Downloading a file does not result in the file’s blocks being
placed into the node’s local storage.

In requesting blocks, a simple process is followed. If a node
receiving a request has the block in its Freenet storage, it returns
the block. Otherwise, it relays the request to one of its peers. The
process continues from peer to peer. When found, the block is
returned in reverse order through the chain of peers, and cached
by each for faster replies to future requests. If a node in the chain
fails to find the block, it may relay the request to other peers before
returning a not-found result.
Peer Selection and Routing. Every Freenet node and block is
assigned a location, a 64-bit floating point number between 0 and 1,
inclusive. Locations are points on a circular ID space, with 0 and 1
being the same point. The distance between any two locations is the
length of the shortest arc between the two points. A persistent loca-
tion is randomly assigned to each opennet node, and each block’s
SHA256 hash can be deterministically converted to a location.

An opennet node selects the majority of its peers from among
nodes close to its own location, with the remaining peers distributed
throughout the circle. The total number of peers is a function of the
upload bandwidth the user allocates to the Freeent node. A node
sends a request in the direction of the node closest to the block’s
location. Freenet performs friend-of-a-friend (FOAF) routing: nodes
have visibility to their immediate peers’ locations, as well as the
locations of their peers’ peers. All visible locations are considered
when selecting a recipient peer. If a request is unsuccessful, the next
closest peer is tried, once again taking FOAF routing into account.
A peer may choose to reject a request due to resource constraints.
Receiving rejects may cause a node to mark its peer as being backed
off, temporarily removing the peer as a routing option.

At any given instant, some peers are responsible for larger por-
tions of the ID space than others. FOAF routing results in requests
being distributed more proportionally to peers, rather than simply
reflective of the amount of space a peer occupies on the circle. Over
time, as peers come and go, the distribution becomes more equal.
Hops-to-Live. Freenet uses a hops-to-live (HTL) counter to prevent
block requests from propagating indefinitely. Generally, the HTL
begins at 18 and is decremented by each relay node until it is zero,
in which case a not-found error is returned (if downloading).

A requester would be revealed if Freenet were to always start
with an HTL of 18. To anonymize the requester, a requesting node
will randomly choose, with probability 0.5, whether to use 18 or 17
before originating a request to a peer. Once an initial HTL value is
selected, it is permanent for all originating requests sent to that peer.
The decision also applies when relaying requests received with an
HTL of 18. Insert requests have some variations in behavior (see
§4.4). Regardless, the HTL does not reveal the originator. For clarity,

Date Percent

December 2016 – January 2017 34.5%
December 2017 – January 2018 38.7%
December 2018 – January 2019 31.8%
December 2019 – January 2020 30.6%

Table 1: Requests related to CSAM. HTL 18 and 17 only.

we describe requests with an HTL of 18 or 17 as potentially being
from a requester, and 16 or below as not being from a requester.
However, our techniquewould work even if other initial HTL values
were selected by a user.
Data and FEC Blocks. The number of content blocks Freenet in-
serts into the network is considerably more than what one would
expect by simply dividing the file’s data into 32KB blocks. In addi-
tion to the data blocks, Freenet uses Reed-Solomon codes to generate
forward error correction (FEC) blocks. These FEC blocks provide
redundancy and the ability to recreate missing blocks. Freenet sub-
divides a file into segments. For each n data blocks in a segment,
Freenet inserts n + 1 FEC blocks. A segment may not reference
more than 256 total blocks. To recreate the file data represented by
a segment, Freenet must successfully fetch n content blocks, using
any combination of data or FEC blocks. If Freenet fails to fetch a
block, it will randomly select another block from the segment to
fetch. Freenet can fail on half of the blocks, yet still succeed in its
download.

Freenet attempts to increase the availability of recently requested
files. Once a segment has been reassembled, the requesting node
will “heal” the file by regenerating then inserting each block in the
segment that it had requested but failed to fetch. To further increase
block availability, a node that is downloading blocks may randomly
re-insert a fetched block, with each block having a 0.5% probability
of being selected for re-insertion.

3 MEASUREMENT OF CSAM ON FREENET
We harvested more than 124,000 manifest keys posted to freesites
and Frost boards explicitly dedicated to child exploitation, and
Freenet was queried for the block keys associated with those mani-
fests, resulting in the collection of more than 300 million distinct
keys. We did not download the files.

A file’s SHA1 hash is often available as metadata in the file’s
manifest block. We were able to identify the SHA1 file hashes for
approximately 68,000 of the harvested manifests. Law enforcement
confirmed that about 22,000 of the SHA1 hashes were known to
them as CSAM, and approximately 14,000 of those were identified
as being severe. Severe CSAM is typically defined to either have very
young victims or involve violent acts against the victims.We believe
that the files whose SHA1 values were not known stand a good
chance of being CSAM; this was confirmed by law enforcement
visually inspecting some of the unknown files.
Measurements.We operated a minimum of ten Freenet opennet
nodes from November 2016 through April 2020, inclusive. Past
work has measured Freenet extensively, including active probes
from Roos et al. [39, 43]. We did not probe the network or modify
the software except to log friend-of-a-friend routing information
sent to our nodes, and to log requests sent to our nodes for keys
that matched those that we harvested. We also logged a count of
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the block requests sent to our nodes having an HTL of 18 or 17,
regardless of whether the keys had been identified.

During December 2019 and January 2020, 31% of such requests
were for those keys that we harvested; see Table 1. A consistently
high percentage of Freenet requests are related to these manifests:
we observed 32% during the same period in the year before, and 39%
and 35% for the two years prior. Over 250 million block requests
were observed during each period. As noted, law enforcement iden-
tified more than 22,000 files in these 124,000 manifests, and though
some remain unconfirmed, it is also unlikely that we have har-
vested all requested CSAM manifests. In sum, it is reasonable to
assume that a minimum of 30% of Freenet’s traffic is related to child
exploitation material.

We also seek to estimate the number of distinct Freenet users.
Such estimates are difficult to come by, as prior longitudinal studies
have been discontinued [44]. In September 2019, we began running
an additional 20 opennet nodes to perform our upload experiments.
These nodes were modified to log: (i) Freenet neighbor and FOAF lo-
cations reported by their peers, (ii) data and insert requests received
from their neighbors, and (iii) data and insert requests initiated or
relayed by those nodes. During March 2020, 16,971 distinct opennet
peer locations were visible to our nodes, with an average of 4,607
distinct locations per day. Tor and BitTorrent are reported to have
many more users [27, 45], but because Freenet is heavily used for
CSAM trafficking, there would be motivation for law enforcement
to focus investigations on Freenet.

4 INVESTIGATIVE TECHNIQUE
The goal of the investigator is to identify whether a neighbor is
the requester node, i.e. the downloader or uploader of a file, or is
instead a relayer node, i.e. forwarding requests from others. In this
section, we develop an investigative model to distinguish between
the two scenarios. The HTL of a request, whether 18 or 17, does not
indicate that the sender is a requester or relayer. Freenet’s source
code makes this assertion,2 but it was never proven formally; we
provide a proof below. Thus, another approach is required.

Our method is based on a simple observation. In our model, an
observer who is one of д neighbors of the actual requester can
expect to receive about 1

д of all requests, due to FOAF routing.
Block locations, derived from a hash, are modeled as being evenly
distributed on the circle. If the observer is actually two hops away
from the original requester, then only about 1

дh of the requests
will be received, assuming the requester has h neighbors. Since
the manifest key is overt, an observing peer can determine the
number of insert or download requests expected. Accordingly, given
the number of requests received, the observer can quantify the
probability of whether the requests were relayed by or originated
with its neighbor.

4.1 Assumptions and Model
We assume the investigator has collected manifest keys for a limited
set of files of interest, which are, for example, openly published on
Freenet freesites and forums related to CSAM. Freenet provides a

2https://github.com/freenet/fred/blob/build01475/src/freenet/node/PeerNode.java#
L1603

mechanism to harvest block hashes given a manifest key. Keys can
be logged before or after manifests are published publicly.

For simplicity, we assume the investigator operates a single peer
in the Freenet network, which we call the observer. Running multi-
ple independent nodes is possible and efficiently allows for parallel
investigations. The observer is strictly passive: it participates in
the network by forwarding requests as usual, but also logs the
SHA256 hash keys of any request it sees, together with the HTL,
location of the sending peer, and the count of that peer’s neighbors.
Surprisingly, these are all the steps required.

4.2 Description
For each manifest key from the files of interest, the investigator
fetches the manifest blocks and obtains the keys of each file’s con-
tent blocks. The observer node passively logs insert and download
block requests from its peers. The observer can easily map the
requests to the files of interest by the key values. Requests that
don’t map are not retained. The observer then counts the requests
received on a per-peer, per-HTL, and per-file basis, for all known
files of interest. Based on the counts, the observer can calculate the
likelihood that a given peer is either:
• the actual requester, who is requesting to download or upload
blocks for a specific file; or,
• a relayer for the actual requester.

We call the observer’s peer who sends the requests the subject, as
they may be in either role. Figure 1 illustrates the two scenarios.
• Let H1 be the hypothesis that the subject is the actual re-
quester.
• Let H2 be the hypothesis that the subject is a relayer and a
peer of the actual requester.

Assuming the default maximum HTL of 18, requests that originated
at the subject would only have an HTL of 18 or 17; we do not need to
count requests with lower HTLs. For the remainder of this section,
we consider only requests with HTLs of 18 or 17.
HTLs of 18 and 17 provide equivalent information. Freenet’s
original design [1] used a flawed anonymity mechanism. More
than a decade ago, Freenet’s codebase introduced a new approach:
requests with the maximum HTL value (of 18) are probabilistically
decremented [36]. Does receiving requests with an HTL of 18 versus
17 affect the probability that the subject is the original requester?
Let Pr (H1|Y ) and Pr (H2|Y ) denote the probability that H1 or H2
are true, respectively, given a run of requests with HTL of Y , where
Y = 18 or Y = 17.

THEOREM 1: The probability that hypothesis H1 is true is no
different when a run is composed of requests with HTLs of 18 or
17, regardless of the distance of the requester from the observer,
if the probability is 1/2 that an 18 is decremented; i.e.,

Pr (H1 is true |Y = 17) = Pr (H1 is true |Y = 18).

The proof appears in Appendix A. Theorem 1 implies a different ap-
proach is required to distinguish a relayer from an actual requester.
Our approach. The intuition for the investigative technique is
now easy to describe. For large files, the actual requester will make
a large number of requests for blocks from the manifest, and those
requests will be spread randomly among its peers. An observer
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Figure 1: The observer’s goal is to distinguish between these
two scenarios.

who is a peer of the actual requester will expect to see a certain
number of those requests, with some variance. On the other hand,
if the observer is a peer of a relayer, it will see only a fraction of
the requests seen by the subject. The investigative technique uses
a statistical test to distinguish between these two cases.

4.3 Analysis
We now more formally describe our investigative technique, which
uses several values as input. Two directly observed per-file, per-peer
values are:

д : the number of directly connected peers of the subject (includ-
ing the observer herself); and

r : the number of requests received from the subject by the
observer.

The observer must select two additional values:
T : the total number of requests made by the requester; and
h : the number of peers assumed connected to a hypothesized
source that is not the directly observed subject.

The observer learns д from the Freenet protocol. How T is selected
depends on whether the observer is testing for downloads or up-
loads. Due to redundant forward error correction blocks, only about
half of the total defined blocks are required to download a file. The
number of download requests made is dependent on the number of
blocks available. In practice, we use a downwardly adjusted value
of r for downloaders; the number of requests observed represents
an upper bound. We define the values used for T and h, as well as
detail when and how we reduce r , in Section 4.4.

We construct a model by assuming that each request made by
the actual uploader or downloader is sent to exactly one of its peers,
and that the selection of that peer is made uniformly at random.
The total number of requests an observer will receive if the subject
is the actual requester can be modeled by a binomial distribution.
Let p be the probability of each request being sent to the observer.
LetX ∼ Binom(T ,p) be a random variable representing the number
of requests received by the observer. GivenT possible requests, the
probability of the observer receiving X = r requests is

Pr (X = r ) = Binom(r ;T ,p) =
(
T

r

)
pr (1 − p)T−r .

In the case of H1, the hypothesis that the subject is the actual
requester, p = 1/д. For H2, the hypothesis that the subject is a

relayer and a peer one or more hops from the actual requester, we
let p = 1

дh . (In cases where the actual requester is two or more
hops away, p could be modeled with a smaller value; however, this
approach is sufficient to distinguish the requester.)

As stated above, the technique assumes that the subject is either
the actual requester or a relayer directly connected to him. Using
a Bayesian framework [46], this assumption can be modeled as
follows. We seek the probability of H1 given that the observer has
received X = r requests.

Pr (H1|X=r ) = Pr (H1)Pr (X=r |H1)
Pr (X=r )

=
Pr (H1)Pr (X=r |H1)

Pr (H1)Pr (X=r |H1) + Pr (H2)Pr (X=r |H2) . (1)

We know that
Pr (X = r |H1) = Binom (r ;T , 1/д) ,

and similarly,
Pr (X = r |H2) = Binom (r ;T , 1/дh) .

To set the priors Pr (H1) and Pr (H2), we use the number of peers
of the subject as a guide. Assuming that among the subject or
his peers, each is equally likely to be the actual requester, we get
Pr (H1) = 1

д+1 and Pr (H2) = д
д+1 ; we discuss our choice of priors

further in Section 4.5. Altogether, we have

Pr (H1|X = r ) =
1

д+1Binom (r ;T , 1/д)
1

д+1Binom (r ;T , 1/д) +
д

д+1Binom (r ;T , 1/дh)
, (2)

where Pr (H2|X = r ) is the complement of the above. Eq. 2 repre-
sents a standard hypothesis test [46]. One could compare Pr (H1|X =
r ) to Pr (H2|X = r ) and select the hypothesis with the greater prob-
ability. However, our goal is to reduce false positives at the expense
of false negatives, and we use a higher standard of selecting H1
only if Pr (H1|X = r ) > t for some threshold 1/2 < t < 1.

This model is straightforward, but there are further considera-
tions. Presently, we address how we modify the values above to
account for Freenet’s real operation. Throughout this paper, we con-
sider false positives. For example, we evaluate the summed traffic
from multiple concurrent relayers in Section 6.2.

4.4 Modifications for Real Freenet Traffic
Recall that Eq. 2 estimates the probability that a given subject is
a requester on the basis of: д, the number of peers of the subject,
which we can observe directly; r , the (possibly adjusted) number of
requests observed; h, the number of peers of a possible third-party
downloader, which we estimate; andT , the total number of requests
made by the requester, which we also estimate. In this section, we
describe how we set these values given Freenet’s real operation.
Defining rrr . To apply Eq. 2 to real data, the investigator’s node
observes and logs requests that are sent to it. Requests for keys
can be compared to a table of keys harvested from manifests. Thus,
any keys in the table can be mapped to a specific file. Requests
contain the key, an HTL, the sender’s IP address and Freenet lo-
cation, and the request type (retrieve or insert). The observer also
logs a timestamp and the number of peers of the sender. The log is
then analyzed to identify runs of requests. To reduce potential false
positives, we define a run to be a collection of observations where:
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• all observations are of requests for blocks associated with
the same manifest;
• all observations are of the same peer, as identified by IP
address and Freenet location;
• all requests have a consistent HTL (detailed below);
• a minimum of 20 requests for distinct blocks were observed;
• the duration between requests does not exceed a defined
value.

A request may be for a data block, an FEC block, or a manifest block.
A data request is used to fetch a block; an insert request is used to
upload a block. A downloadmay generate insert requests (Section 2).
We require that at least 20 requests are received before a test is
run. It’s a static value that performs very well in all our evaluations
(Sections 5 and 6). We discuss the parameter further in Section 5.We
use a static value because there are practical benefits to minimizing
the number of variables and equations that need to be presented
to laypersons. Similarly, for the duration between requests, we use
a static value that performs well in our evaluations and could be
changed in the future with additional experimentation.
Defining rdrdrd andTdTdTd for Downloaders. Recall that a manifest con-
sists of about twice as many blocks as are required by Freenet to
recreate the original file. If all blocks were available on the network,
only roughly half would be requested. However, additional requests
are made if blocks are unavailable, and the requests may be sent
to multiple peers. This redundancy can inflate o, the number of
distinct data requests observed; and without adjustment it could
lead to false positives. Therefore, for a given run, we compute
• o, the number of data requests for distinct blocks;
• i , the number of insert requests;
• x , the number of duplicate data requests;

and define rd as
rd = o − i − ϵx . (3)

Because an insert request typically indicates an additional data re-
quest was required, we decrement the count by the corresponding
number. We further reduce the count by a constant multiplier, ϵ ,
for each key with duplicate observations (or triplicates, etc.). Du-
plicate data requests represent failed data requests or a concurrent
downloader. We would have expected the other blocks within a
segment to have been requested before re-requesting a block. Since
a relayer might request a distinct block from several of its peers due
to not-found errors, this can result in a large number of requests
and potentially to false positives. We mitigate by applying a multi-
plier to the number of duplicates observed. We selected a value of
ϵ = 3 because a request will be sent three times before it enters a
“cool down” period. Analysis of real data confirmed that this choice
was effective in limiting false positives.

To determine a suitable value for Td , we conducted experiments
on Freenet where we inserted our own files into the network and
then instrumented a downloader to count the number of distinct
blocks it requested. On average, it requested 67% of the total blocks.
We chose a value of Td = 0.8 ∗TotalBlocks .
Defining rururu andTuTuTu for Uploaders. In contrast to downloading,
when uploading files we know that the requester must insert each
of the manifest, data, and FEC blocks. In practice, a requester may
send duplicate insert requests to several of its peers. However, with
rare exceptions, a requester will only initiate sending the block’s
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Figure 2: CDF of the count of routable neighbors reported
by 21,245 neighbors of our nodes (distinguished by location)
from 9/2019–3/2020 inclusive. Each semi-transparent line is
one month of data. Overall, 98.0% of reports are for eight or
more neighbors, with 99.5% reporting six or more.

contents to a single peer. To set ru , we only include insert requests
where the insertion of the block’s content was also initiated, and
we are able to set Tu = TotalBlocks .
Consistent HTLs. In defining runs of r requests, we require con-
sistent HTL values. Data requests are by default sent with either an
HTL of 18 or 17, and the same HTL value is used for all requests
to the same peer. We require that data requests have HTLs of 18
or 17, but not both. Like data requests, insert requests are initiated
with an HTL of 18 or 17, but Freenet may resend the request with a
lower HTL value. When testing for uploaders, we require that the
run consist of only HTL 18 and 17, or only HTL 17 and 16.
Setting hhh and ддд. Our method requires that we set a value for h,
the number of peers connected to a hypothesized source. We set
the value to h = 8. Based on measurements of the network from
September 2019 to March 2020 inclusive, this is very conservative
in that it reduces the FPR compared to higher values of h, which are
more typical. Figure 2 shows an empirical CDF of all reports from
21,245 neighbors, with one line per month. Whenever the Freenet
client restarts, it must re-build its set of neighbors, and that is one
reason we occasionally observe a small number of neighbors. 98.6%
of reports are for eight or more neighbors, with 99.8% reporting six
or more. These results are in line with past work [43, 44]. And we
note that when we set д, we include neighbors of the subject that
are temporarily backed off. These seven months of measurements
show that on average 11.2% of the routable peers are backed off
at a given moment. Our in situ experiments in Section 5 account
for these ephemeral backoffs. The backoff process does not prevent
our method from achieving a very low FPR.

4.5 Selecting Priors
In Bayesian statistics, priors are formulated by the experimenter
before data is observed [46]. We have followed that approach, se-
lecting well-reasoned priors: Pr (H1) = 1

1+д and Pr (H2) = д
д+1

These priors are conservative in that they include the possibility
that the investigator’s node is the requester, which decreases the
FPR, especially when д is small. The priors favor H2 by a factor of
(д/д + 1)/(1/д + 1) = д. Regardless, the posterior probability shown in
Eq. 2 is the dominant term for typical values ofT and r . In idealized
scenarios, Bayesian priors can be updated as tests are completed.
Individual investigators could update priors by applying the test,
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Figure 3: In situ Freenet downloader experiments. Our nodes
were only relays in the download experiments. Downloaders
were potentially any other nodes on the network download-
ing CSAM; thus the FPR is the same as for real investigators.
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Figure 4: Characteristics of the 918 downloader tests. Two
tests were FPs: one with 4,859 blocks and 30 peers, the other
with 1,110 blocks and 28 peers.

executing the proper legal process, and then carefully measuring
the count of targets found with CSAM and those without. Or, our
priors could include results from the tests for false positives on the
real network that we describe in Section 5. For simplicity, however,
we maintain static conservative priors.

5 EVALUATION I: IN SITU TESTING AND
ANALYSIS

We use a spectrum of evaluations to show that our method is both
accurate and effective. First, we measure the FPR of downloader de-
tection by deploying peers on the network and observing requests
for CSAM; thus the FPR is the same experienced by real investiga-
tors. We then measure the FPR and TPR of uploader detection on
the real network. Second, we derive an analytical model of FPR and
Power [46] to validate our experiments and provide deeper insights.
Our evaluations include the effects of node degree, manifest size,
method parameters, and concurrent downloaders. In Section 6, we
continue our evaluations using simulation.

5.1 Downloader FPR for Known Negatives
Our first goal is to measure the FPR of our method when it is applied
in practice to investigations of CSAM downloading on Freenet. To
this end, we deployed many nodes to Freenet that requested no
manifests. The experiment began in October 2017 and ran through
April 2020. These passive nodes used default installation parameters
and were on machines with typical resources. We looked for runs,
as defined in Section 4.4, marking the subject as a candidate for our
test. We included the requirement that the number of requests must
number at least 20. A false positive occurred any time our method
flagged the subject as a probable downloader, because none of our
subject nodes downloaded any of the over 124,000 CSAM files of
interest. We used a threshold probability of t ≥ 0.98 to determine

                          

Actual Positive

TPR:                   

True Neg.:     False Neg.:      5,551

True Pos.:        4,414False Pos.:      

Uploaders

1

2,643
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 0.0004 
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0.342FPR:

110

0.009
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0.44

1
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Figure 5: In situ Freenet uploader experiments. Our nodes
were the uploaders and sometimes relays, thus we could ob-
serve actual positives and negatives. When including runs
with less than 20 requests, the FPR is lower and precision
remains high. Parentheses show 95% confidence intervals.

if a run was associated with a downloader versus a relaying node.
Results are shown in Figure 3: we identified 918 runs to be evaluated,
and two of the runs were falsely flagged as being from a downloader.
In other words, we observe an FPR of 2/918 = 0.002 with a 95%
confidence interval of 0.003.

The runs of requests relayed through our nodes and triggering
our method were for CSAM files that ranged in size, with a distri-
bution shown in Figure 4 (left). The median size was 30,680 blocks
(502 MB). Figure 4 (right) shows the number of neighbors that our
passive nodes had when they were test subjects. As such, the two
false positives were not distinct from the true negatives. (Although
difficult to see, the two FPs are included in each histogram.)

Our investigative technique is based on relatively few param-
eters, whereas Freenet is a real distributed system composed of
many moving parts. The outcome of the test may be affected by
network size, topology and node degree, third-party traffic, routing
and node backoffs, manifest popularity, resource diversity among
nodes, and perhaps even undocumented aspects of Freenet code.
These 918 tests, completed over a period of years using real CSAM,
confirm that our approach is very accurate in practice, despite all
the factors that might come into play.

5.2 Uploader FPR and TPR for Known
Positives and Negatives

We evaluated the efficacy of our method to identify uploaders in
Freenet. We uploaded files containing random bytes, ensuring they
were not already in the network. To ensure diversity of topology
and neighbors, we deployed 20 Freenet nodes to conduct this exper-
iment, each a default installation with typical resources. Without
our influence, occasionally our nodes would become neighbors
of one another. We uploaded 15 or 16 manifests from each node
of varying size, totaling 309 uploads. For each upload, we logged
the number of insert requests received by each neighbor of the
uploader. When our own node was an immediate relayer for the
uploader, or an immediate neighbor of the uploader’s relayer, we
logged a count of requests as well. Therefore, we could apply our
investigative method as if all neighbors of the uploader and relayer
were investigators.

In the case of the uploader, we calculate the TPR (i.e., recall)
and precision. TPR is the efficiency of our method in finding actual
positives, whereas precision is the fraction of positive results that
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Figure 6: Freenet uploader experiments (semi-logscale for
requests). The one FP was for a manifest with 5,127 blocks.

are true positives. In the case of the relayers of the uploader, we
calculate the FPR.

One of our nodes was a relayer or neighbor of a relayer in 2,644
cases total; in 111 of those cases, at least 20 insert requests were sent.
We observed one false positive. Figure 5 shows the results: FPRs of
0.0004 ± 0.0007 and 0.009 ± 0.018, respectively, depending on the
request threshold. We had thousands of opportunities to calculate
the TPR (0.443 ± 0.01) and precision (0.9998 ± 0.01) of our method.
Relaxing the requirement of receiving at least 20 requests reduces
the TPR, but not precision. As our results show, the minimum could
be lowered below 20, but we leave that for future work (e.g., it could
be a function of T and д).

Figure 6 (left) visualizes the size of the 309 files that we inserted,
and bars are colored according to the outcome of the test. The relay
and uploader tests are shown in separate facets. Overall, we did
not observe that manifest size influences the FPR or TPR directly.
Figure 6 (right) demonstrates that the TPR is influenced significantly
by the number of insert requests received by a neighbor.

5.3 Analytically Derived FPR and Power
We now derive the False Positive Rate and Power [46] of our hy-
pothesis test, which are O

(
Exp

(
−T

д ln(h)
) )

and Ω
(
1 − Exp

( д3
T

) )
, re-

spectively. Recall that for Eq. 2, hypothesis H1 is that the subject is
the requester, and hypothesis H2 is that the subject is a relayer. We
label the subject as the requester if the number of requests observed
X = r is large enough such that Pr (H1|X = r ) > t for a threshold
0.5 < t ≤ 1. The probability of accepting H1 given that H2 is true,
(i.e., a false positive or Type I error) is

Pr (accept H1|H2 is true) = Pr (r ≥ ϱ |H2 is true),
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Figure 7: Exact FPR and Power of our method. Calculated
from Eqs. 4 and 5. Dotted lines show Chernoff bounds from
Eqs. 9 and 17 for д = 8.

where ϱ is the smallest number of requests that results in a positive
test given: T total requests from the true requester; д neighbors
of the subject; a hypothesis of h neighbors of the requester; and
h actual neighbors (in bold) of the requester.

Power is the complement of the false negative probability:

1 − Pr (accept H2|H1 is true) = 1 − Pr (r < ϱ |H1 is true).

Therefore, for both statistics, we require an expression for ϱ.

THEOREM 2: The probability of a false positive for Eq. 2 is
the probability that a relayer issues at least ϱ requests, which is

Pr [X ≥ ϱ] = 1 − F (⌈ϱ⌉ − 1;T , 1/дh) . (4)
And the Power of Eq. 2 is the probability that an actual requester
issues at least ϱ requests, which is

Pr [X ≥ ϱ] = 1 − F (⌈ϱ⌉ − 1;T , 1/д) . (5)

Note that F (k ;n,p) =
∑k
i=0

(n
i
)
pi (1 − p)n−i . We omit the proof be-

cause these statements follow directly from the binomial CDF given
an expression for ϱ, which we now derive. For convenience, let
τ = (1 − t)/t .

THEOREM 3:

ϱ =
T ln

(
дh−h
дh−1

)
+ ln(τ/д)

ln
(
дh−h
дh−1

)
− ln (h)

(6)

The proof appears in Appendix B.
We characterize the asymptotic behavior of the two statistics.

As we prove below, the FPR decreases exponentially with T , and
Power approaches 1 from below exponentially with T .
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In our proofs, we use two simpler formulations of ϱ, as stated in
these lemmas.

LEMMA 1: The value of ϱ, the smallest number of requests
that results in a positive test given T ,д, and h, is bounded by

ϱ >
T /(2д)

1/2д + ln(h) (7)

The proof appears in Appendix B.

LEMMA 2: The value of ϱ, the smallest number of requests
that results in a positive test given T ,д, and h, is bounded by

ϱ < T/д − д (8)
for д ≥ 2,h ≥ 2, and 0 < τ < 1.

The proof appears in Appendix B.

THEOREM 4: For Eq. 2, the FPR is O
(
Exp

(
−T

д ln(h)

))
.

PROOF: We use the following Chernoff bound (proven as Theo-
rem 6 in Appendix D).

Pr [X ≥ ϱ] = Pr [X ≥ (1 + δ )µ] ≤ Exp (−1/3 δµ) , for δ ≥ 1

In the case of a false positive, a relayer has µ = E[X ] = T/дh. We
apply this bound to Eq. 4 by selecting a value for δ such that having
X = (1 + δ )µ or more observations is equivalent to a false positive.
We do this by setting (1 + δ )µ = ϱ (via Lemma 1) and solving for δ :

(1 + δ ) T
дh

=
T /(2д)

1/2д + ln (h)

δ =
дh

1 + 2д ln (h) − 1

Note that ϱ could be larger per Lemma 1; larger values of δ would
further reduce the probability of X > (1 + δ )µ. Substituting this
value for δ back into the bound, we see that

Pr [X ≥ ϱ] ≤ Exp

(
−

(
дh

1 + 2д ln (h) − 1
)

T

3дh

)
(9)

which is bounded by the equation in the theorem’s statement (when
δ ≥ 1). Note that while this bound is always valid, it is not tight
(i.e., it is greater than one) when дh ≤ 1 + 2д ln(h). □

We bound Power from below, as we wish to know the probability
that the actual requester does not issue at least ϱ requests. We seek
to characterize the asymptotic behavior of Power as T increases.

THEOREM 5: For Eq. 2, the Power is Ω
(
1 − Exp

(
д3
T

) )
if

T > 0, 2 ≤ д <
√
T ,h ≥ 2, and 0 < τ < 1.

The proof appears in Appendix C.
Using Eqs. 4 and 5, we plot in Figure 7 the exact FPR and Power

for selected values of д, h, T , and h. Dotted lines show Chernoff
bounds from Eqs. 9 and 17 for д = 8. As predicted by Theorem 4,
the semi-logscale plot illustrates that the FPR is exponentially de-
creasing withT and exponentially increasing with д. Increases in h
reduce the error rate. An increase in h would increase the FPR in a
less significant fashion. The relative value of h and h matter, but
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Figure 8: Distribution of requests received by observer either
adjacent to or two hops away from the requester (degree 36).
Visually, it’s clear observers can differentiate the scenarios.

most importantly, the exact FPR values are predicted to be small in
scenarios we observe in Freenet. In Freenet, T is linked to file size
(each block is 32KB). Our analysis predicts a low FPR for scenarios
that concern us on Freenet: images and videos. The equations (and
plots) also predict high Power for almost any combination of h,T ,
and д, orders of magnitude higher than the FPR.

This analysis assumes that the parameters of the model are
correct. Our FPR and TPR results from Sections 5.1 and 5.2 make
no such assumption, and neither do our results by simulation in
Section 6. All show results consistent with the theorems above.

6 EVALUATION II: SIMULATIONS
To gain further insight into the accuracy of our investigativemethod,
we designed and executed a custom simulator. We constructed a
Freenet-like topology and performed FOAF routing for thousands
of concurrent downloaders. We measure the FPR and TPR. These
evaluations agree with Section 5’s results but lend different insights.

Compared to our in situ tests, our simulation has the advantage
that we can modify a variety of parameters. To highlight this dif-
ference, we modified various parameters in the single downloader
and concurrent downloader scenarios below, and we present the
results differently.

Assumptions. Freenet is designed to create a small-world topol-
ogy [47]. In our simulations, we create a small-world topology
via Watts and Strogatz’s algorithm [48]; numerous evaluations of
Freenet simulate over small-world topologies [37, 38, 49–51]. Specif-
ically, we assign each node a random location in the location space
from [0, 1). We then assign each node a set of edges: c edges to close
nodes and l edges to long-distance nodes, where distance is defined
using the Freenet distance metric (Section 2). The c edges to close
nodes are chosen uniformly at random from among the 2c closest
nodes, and the l edges are chosen uniformly at random from among
the remaining nodes. Each node thus has at least c + l edges and
typically more.

All of our graphs were constructed with 5,000 nodes total. In any
single trial, all nodes in a graph had the parameters c + l of either
10+1, 18+2, 27+3, 54+6, or 81+9, resulting in average degrees of 12,
24, 36, 72, and 108, respectively. For each degree, we constructed
250 random graphs. The real Freenet graph is comprised of nodes
with a variety of degrees, at or below these values.
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Figure 9: ROC curve for investigator success for Eq. 2, from
trials of 500 small-world graphs per degree. (T = 1000.)

6.1 Single Downloader
For each graph, we requested blocks from a random node to one
of the 5,000 locations in the graph. To find the content, we use the
Freenet friend-of-a-friend routing algorithm, HTL decrementing,
and other important details from the Freenet system (Section 2).

Specifically, we ran two types of trials, each type on 250 instances
of each graph size. In the first type of trial, for a specific graph, we
selected a node at random as an originator, another at random as a
destination of the request, and then one of the originator’s peers at
random as an observer. In the second trial type, we selected a node
at random as an originator, another at random as a destination,
then one of the originator’s peers two hops away at random as an
observer. We ran 5,000 trials of each type for each graph instance.
For each trial, we simulated 5,000 requests that resulted in a path
that did or did not include the observer. From the 5,000 requests,
we constructed 10,000 bootstrap samples for error analysis [52].
We constructed each bootstrap sample by selecting 5,000 requests
uniformly at random with replacement from a trial’s 5,000 requests.
Results. Figure 8 provides an intuitive explanation of why re-
questers are distinguishable from relayers. The figure shows the
results for exactly two trials. The plot shows, for each trial, the
fraction of requests observed from the 10,000 bootstrapped samples.
One distribution of bootstrapped samples is presented for the case
when an observer is adjacent to the requester, and another distribu-
tion for when it is two hops away. A simple visual test distinguishes
the two scenarios. For these experiments, observations included
only requests with HTLs of 18 or 17.

In Figure 8, vertical lines show the observed mean fraction of
requests for the two scenarios, and two other lines show a simple
expected fraction of 1/degree for the adjacent and (1/degree)2 for
the two-hop case. Because nodes in the graph have different degrees,
and requests are sent from a random node, there is not an exact
match with the mean degree.

Figure 9 shows a Receiver Operating Characteristic (ROC) curve
for the result of applying Eq. 2 to all trials for each size graph. The
plot shows FPR versus TPR as a curve parameterized by a threshold
from 0 to 1 for the value of Eq. 2. A true positive is an observation
from an adjacent node with a probability greater than or equal to
the threshold. A false positive is an observation from a two-hop
neighbor with the same. As the figure shows, the algorithm obtains
near-perfect accuracy in simulation. The area under the curve is
numerically equivalent to 1.0 for all four graph types.
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Figure 10: Simulations of concurrent downloaders of the
same manifest (5000-node topology). The FPR remains be-
low 1.5% for all scenarios, and decreases as the average de-
gree of the topology increases. Error bars show 95% c.i.

6.2 Concurrent Downloaders
Figure 10 shows the TPR and FPR of our method in the presence of
concurrent downloaders from simulations. All simulations are over
5000-node small-world topologies constructed using a variety of de-
grees. The simulations vary the number of requests per downloader
T (as distinct lines on the plots) and the number of concurrent
downloaders (as the independent variable on the x-axis). Our simu-
lations take into account Eq. 3, which (i) counts the distinct blocks
requested (and not the total number of requests), and (ii) discounts
when duplicate requests for the same block are received. In no case
does the FPR rise above 1.5%, and the FPR lowers as node degree
increases. As the size of the manifest and T increase, the FPR in-
creases slowly. If our simulation enforced request caching, the FPR
would be lower3.

We did not evaluate concurrent uploaders. We leave such an eval-
uation for future work based on the following details. Concurrent
CHK uploaders would increase the possibility of a false positive,
since each upload would use the same encryption key. But nodes
assign unique identifiers (UIDs) to their inserts. If an observer re-
ceived duplicate content blocks (Section 4.4) having distinct UIDs,
she could assume concurrent uploaders and discard the run.

7 PROSECUTIONS USING THIS METHOD
Our method has been successfully used to investigate and prosecute
cases. Convictions include: engaging in illicit sexual conduct in
foreign places with minors (i.e., child sex tourism); production of
CSAMwith the intent to transport to the US; and possession, receipt,
and distribution of CSAM. Table 2 summarizes five cases brought in
US Federal District courts. Each involved a court-approved search
warrant that was supported by the results of our method. We have
omitted cases that are still in progress at the district court level. In
four, the defendants filed motions to suppress the evidence obtained

3In our prior work [14], we derived a model of concurrent downloaders. Eq. 7 is
corrected as

∑n
i=1

1
2i (b+1) =

(1−2−n )
b+1 , which is indeed less than the expected fraction

of requests from a true downloader, 1/(b + 1). The comparison of expectations does
not capture variance, but our simulations do and replace it.
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Case Evidence Discovered Outcome Notes

US v. Dickerman
US Court of Appeals Eighth Circuit, No. 18-3150;
and Eastern Dist. of Missouri, Case 4:16-CR-258

Over 600 CSAM images and
videos.

Guilty plea. 60 months imprison-
ment, $5,000 restitution to victims.

Motion to suppress denied. Denial up-
held by US Court of Appeals for the
Eighth Circuit.

US v. Hall
Dist. of Maryland, Case 1:16-CR-469

CSAM of children known to Hall
on his camera. Over 1,000 addi-
tional CSAM images.

Guilty plea. 300 months imprison-
ment, $125,000 restitution.

Motion to suppress denied. Two
children rescued.

US v. Popa
Northern Dist. of Ohio, Case 5:18-CR-448

6,222 CSAM images and videos;
239,094 additional exploitative im-
ages (age difficult or child erotica).

Guilty plea. 150 months imprison-
ment.

Motion to suppress denied.

US v. Rogers
Northern Dist. of Ohio, Case 3:18-CR-26

CSAM images and videos. Found guilty by a jury. 96 months
imprisonment, $80,000 restitution.

Search warrant uncontested. Admitted
to downloading CSAM during the trial.

US v. Weyerman
Eastern Dist. of Pennsylvania, Case 2:19-CR-88

CSAM images found on comput-
ers and external drives.

Guilty plea (reserving the right to
appeal). Sentencing scheduled.

Motion to suppress denied. Defendant
was on parole for child rape conviction.

Table 2: Freenet cases in US Federal courts where our method was applied and in which there was a hearing or trial. The
evidence discovered column lists the results of executing a court-authorized search warrant.

from the search, a hearing was held, and the courts upheld the
search warrants and our method explicitly. In a fifth case the search,
and therefore our method, was not contested. We assisted with all
five cases; in four we testified under oath, discussing our prior
work [14]. In the earliest case, a Freenet contributor assisted the
defense. We are not aware of any court that has ruled our method
invalid or not forensically sound.

8 AVOIDING DETECTION
In this section, we discuss Freenet changes that might be proposed
to prevent the detection of requesters. We detail why they may not
be sufficient. It is our opinion that Freenet is likely not repairable
without significant architectural changes.
Changing the MaximumHTL. To prevent a statistical attack on
the HTL, Freenet randomizes decrementing the initial HTL (§2).
We prove in Theorem 1 that this algorithm is effective. In this paper,
we have focused on HTLs of 18 and 17, however these values are
merely for clarity; our technique works for any HTL. Further, if
a user changes their maximum HTL to something larger than the
current default of 18, its neighbors will immediately reduce it to the
default and these large values will be noticeable by investigators.
Configuring a lower HTL is also ineffective because it is easy to
observe the maximum value: HTLs that exceed the maximum are
lowered before being forwarded.
Randomizing the HTL. To identify a node as a requester, we
rely on consistent HTL values per manifest being referenced (§4.4).
Freenet could choose to decrement HTLs on a per-packet basis by
some integer d ≥ 0, requiring the investigator to include requests
with a range of HTLs in each run, possibly increasing the FPR. To
minimize the FPR, this approach would force an investigator to use
a threshold that drives down the TPR as well. But the approach is
not a clear win. First, we expect the investigator could statistically
infer the requester, given the HTLs for each request associated with
a particular manifest. On average, higher HTLs would be expected
from the originator. It’s non-obvious what algorithm selects d in a
way that prevents this inference. Including multiple HTLs in runs
could increase the FPR if such an algorithm were implemented.
However, our basic approach would still apply and would remain

effective, especially for manifests that are less popular. Quantifying
whether the FPR increase is significant would require an update of
our analysis in Section 4 to include manifest popularity. We leave
this analysis for future work.

Replacing HTLs with Probabilistic Forwarding. Freenet could
be redesigned completely to remove HTLs from requests, like One-
Swarm [53], which also attempted anonymous file sharing. Like
Freenet, OneSwarm peers search for pieces of a desired file dis-
tributed among nodes. The requests are partially flooded: requests
are forwarded along each neighboring edge according to a set prob-
ability. A random delay obscures whether a node replied based on
their own stored content, or because they were acting as a relayer.
OneSwarm shut down after research showed that it was subject to
three distinct de-anonymization techniques [54, 55].

Using Darknet Mode. The Freenet developers encourage the use
of darknet mode, where most, if not all neighbors of a node are fully
trusted [56]. This approach may help avoid detection by strangers,
but it is hardly a realistic approach to maintaining a viable, fully
connected network. Regardless, our algorithm is not specific to
opennet, and could be employed by a neighboring darknet peer.

Removing FOAF Routing. If FOAF information were not ex-
changed, д would not be observable. A two-peer attack, where
each peer manufactures requests to be relayed by the subject, could
be used to estimate the fraction of T expected by each peer. From
there, a version of our method could be employed successfully.

Masking IP Addresses. A requester could hide their IP address
behind an anonymizing service, such as a VPN. This strategy would
cause our method to associate the download with a VPN address
instead of a home address. VPNs reduce the investigator’s task to a
single point. Further, VPNs do not always work as advertised [57],
and the amount of security provided is challenging for consumers
to evaluate.

9 RELATEDWORK
While prior work has investigated vulnerabilities in Freenet, our
work is unique in several ways. In short, we present the onlymethod
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based on traffic passively received at a single observer with a justi-
fied and proven approach.

Borisov [58] applied information theoretic metrics [59, 60] to
Freenet and found it to have relatively low anonymity. McCoy [40]
investigated de-anonymizing Freenet. In our notation, McCoy de-
clares a subject to be the actual requester if o ln(T )T > 3.3 during a
fixed duration of time without regard to HTL. This ad hoc approach
took advantage of a bug present at the time in an old version of the
request routing algorithm. The routing algorithm has been entirely
replaced to use locations and the FOAF system. Regardless, it could
not be used as a forensically sound approach.

Tian et al. [36–38, 49] discovered a Traceback Attack in Freenet
that exploits a unique identifier (UID) assigned to each request,
normally used to detect routing loops, as confirmation that the
peer must have been on the path from the original requester. The
approach requires actively probing all neighbors of the peer, and
leveraging a Routing Table Insertion (RTI) attack in which the
attacker traverses the network toward the requester. RTI is an ap-
proach due to Baumeister et al. [35, 51] that does not de-anonymize
peers. The RTI vulnerability can be addressed with randomized
routing [61]. Freenet developers addressed the Traceback attack
by having peers discard a UID after receiving the response to the
outstanding request. Discarding UIDs does not address our method.

Roos et al. [39] show how Freenet network probes, intended to
gather obfuscated node values, can be used to infer the actual value
with a Bayesian model after multiple observations. The attack is a
general approach, but they provide a specific example of using the
approach to infer the bandwidth of peers, which could be used to
detect opennet-darknet bridges. Roos et al. [43] offers statistics on
Freenet session length and churn.

OneSwarm [53] is an anonymous file sharing network with
similarities to Freenet. It provides anonymity by removing HTL
counts, obfuscating timing delays, and flooding probabilistically;
we have shown that OneSwarm’s approach is not secure [54, 55].

10 ETHICAL CONCERNS
This work raises a variety of ethical concerns. We consulted and
adhered to strict ethical standards along many dimensions.
Human Subjects Research. We followed the policies and guid-
ance of our IRB, who explicitly approved our research.
Legal Standards of Forensic Soundness. Daubert [34] is the pri-
mary standard followed by US Courts when evaluating the scientific
conclusions of an investigator. We have adopted this standard as
our definition of forensic soundness by: (i) publishing our method
earlier in a peer-reviewed IEEE workshop [14] and submitting this
extended version for peer review; (ii) basing our methods on a
testable hypothesis; (iii) stating a known error rate for our method;
(iv) following an existing set of standards for our method; (v) and
using methods generally accepted within the scientific community.
There are many further considerations that are relevant to criminal
prosecutions and often case specific. While we cannot list them all
here, as noted in Section 7, cases that were initiated based on our
method have been upheld by US Federal Courts despite motions to
the contrary and lengthy consideration.

MitigatingHarms. For many years, Freenet has been prominently
used as a forum for the sexual exploitation of children. Our pro-
viding support to law enforcement follows universal ethics that
children should be rescued from harm. It also is aligned with the
ACM Code of Ethics [62], which instructs members to “ensure all
harm is minimized” and have an “obligation to report any signs of
system risks that might result in harm.”

Responsible Disclosure. Our method has been disclosed pub-
licly [14] and Freenet developers are aware of it. To our knowledge,
they have taken no actions because of it. Since before our disclo-
sure, Freenet’s website has warned users that it provides limited
protection and is vulnerable [63] in language so broad that it covers
our work. The installed software also warns that “it may be quite
easy for others to discover your identity” and that it is connecting
to “strangers” and lists neighbors as “untrusted peers” [41].

Ethics of the Freenet Project. Freenet offers virtually no pro-
tection against the weakest of adversaries who would misuse our
method. As such, Freenet should not be used by vulnerable persons
requiring censorship resistance and anonymity for ethical purposes,
such as dissidents. At the same time, Freenet is used rampantly by
those who sexually exploit children. From either viewpoint, the
societal value of Freenet is negligible. The Freenet developers ask
on their own web pages, “What about child porn?” They answer,
“How people choose to use the tool is their sole responsibility. As a
communication medium, Freenet cannot be considered responsible
for what people use it for.” [63]We disagree. The developers have re-
sponsibilities, especially when, perennially, the use consists of vast,
unmitigated harms to society’s most vulnerable persons. A similar
analysis of harms, protections, and responsibility can be applied to
the Tor Project and Onion Services in particular; see [20, 22].

11 CONCLUSIONS
We designed and evaluated a method for forensic investigation of
CSAM-based privacy violations and re-victimization on Freenet.
We observed that about one-third of the traffic on Freenet consists
of CSAM-related requests. Our method is distinguished from past
work in Freenet in that it can identify both uploaders and download-
ers, by its formal basis, and by its minimal resource requirements: a
single, passive peer that uses only the traffic sent to it. Our evalua-
tion is motivated by forensic soundness and is extensive. It includes:
in situ measurement of both real CSAM downloads and our own
set of (non-CSAM) uploads; derivation of the FPR and Power of our
hypothesis test; simulations of single and concurrent downloaders;
and characterization of the network to inform parameter selection.
We observed an FPR of 0.002 ± 0.003 for identifying downloaders.
For identifying uploaders, we observed an FPR of 0.009 ± 0.018,
a precision of 0.9998 ± 0.01, and a TPR of 0.44 ± 0.01. We were
consulted during investigations using our method, and we were
participants in several US Federal Court cases, which brought a
modicum of justice to many child victims of Freenet users.

This material is based upon work supported in part by the National
Science Foundation under Award No. 1816851 and in part by a Sig-
nature Interdisciplinary Research Area Grant from the Rochester
Institute of Technology.
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Figure 11: Sample space of the HTL of requests received at a peer o. Red lines indicate that HTLs are decremented.

APPENDIX
A ANALYSIS OF HTLS OF 18 AND 17
Consider a topology with a path of adjacent peers such that ob-
server o is connected to subject S1, who is connected to S2, who is
connected to S3, and so on for j peers. In this topology, requests
received by o may have come directly from S1, or relayed by S1 for
S2, and so on: o ← S1 ← S2 ← ... ← Sj . The HTL of requests re-
ceived at o depends on who is the requester and whether the edges
between peers decrements requests with HTLs of 18. This sample
space is illustrated in Figure 11, where Pr (d) is the probability of
decrementing an 18, and Pr (Si ) is the probability that a node at
level j is the original downloader or uploader.

THEOREM 1: The probability that hypothesis H1 is true is no
different when a run is composed of requests with HTLs of 18 or
17, regardless of the distance of the requester from the observer,
if the probability is 1/2 that an 18 is decremented; i.e.,

Pr (H1 is true |Y = 17) = Pr (H1 is true |Y = 18).

PROOF: Let Pr (d) = 1/2 represent the probability that a given
peer does not decrement HTLs of 18 on a particular edge. Note that
Pr (Y = 18|H1)= Pr (d) = 1/2, and similarly that Pr (Y = 17|H1) =1−
Pr (d) = 1/2. From Bayes’ rule we know that

Pr (H1|Y = 18) = Pr (Y = 18|H1)Pr (H1)
Pr (Y = 18) =

1/2Pr (H1)
Pr (Y = 18) .

Similarly, we have
Pr (H1|Y = 17) = Pr (Y = 17|H1)Pr (H1)

Pr (Y = 17) =
1/2Pr (H1)
Pr (Y = 17) .

Therefore, we need only show that Pr (Y = 18) = Pr (Y = 17).
Let Pr (Sj ) represent the probability that peer Sj is the downloader.
Following the black arrows in Figure 11 we have for Pr(Y=18)

Pr (Y = 18) = Pr (S1)Pr (d) + Pr (S2)Pr (d)Pr (d) + . . . +

Pr (Sj )Pr (d)
j

=

j∑
i=1

Pr (Si )(1/2)
i . (10)

For all HTL 17s received we have
Pr (Y = 17) = Pr (S1)(1−Pr (d)) + Pr (S2)Pr (d)(1−Pr (d)) + . . . +

Pr (Sj )Pr (d)
j−1(1 − Pr (d))

=

j∑
i=1

Pr (Si )(1/2)
i−1(1/2)

=

j∑
i=1

Pr (Si )(1/2)
i . (11)

Thus, Eqs. 10 and 11 are equal. Further, this result holds when
Pr (d) = 1/2 only. □

B ϱ AND ITS BOUNDS
THEOREM 3:

ϱ =
T ln

(
дh−h
дh−1

)
+ ln(τ/д)

ln
(
дh−h
дh−1

)
− ln (h)

(12)

PROOF: We derive an expression for ϱ from Eq. 2, starting from
threshold t = Pr (H1|X = ϱ).

t =
Pr (H1)Pr (ϱ |H1)

Pr (H1)Pr (ϱ |H1) + Pr (H2)Pr (ϱ |H2)

Pr (H2)Pr (ϱ |H2) = 1 − t
t

Pr (H1)Pr (ϱ |H1)
д

д + 1Binom(ϱ;T ,
1/дh) =

1 − t
t

1
д + 1Binom(ϱ;T ,

1/д)

For clarity, let τ = (1 − t)/t . We know that д > 1 by observation
and we expect h > 1 (see §4.4). Using this fact, we get:(

T

ϱ

) (
1
дh

)ϱ (
1 − 1

дh

)T−ϱ
=

τ

д

(
T

ϱ

) (
1
д

)ϱ (
1 − 1

д

)T−ϱ
from which we can solve for ϱ to yield Eq. 12. □

Below, we provide a lower bound on ϱ. We use Lemma 1 in
Section 5.3.
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LEMMA 1: The value of ϱ, the smallest number of requests
that results in a positive test given T ,д, and h, is bounded by

ϱ >
T /(2д)

1/2д + ln(h) (13)

PROOF:We begin by using the well-known inequality ln(1+x) < x
for all x > −1, and we compute:

ln(1 + x) < x

ln
(
дh − h

дh − 1

)
<

дh − h

дh − 1 − 1

<
1 − h
дh − 1

< −
1
2д for h ≥ 2

For simplicity, we define X = − ln
(
дh−h
дh−1

)
. Then we see that

X > 1
2д for all h ≥ 2. Substituting into Eqn. 12 from Section 5.3,

and solving for X :

ϱ =
T ln

(
дh−h
дh−1

)
+ ln(τ/д)

ln
(
дh−h
дh−1

)
− ln (h)

=
−TX + ln (τ/д)
−X − ln(h)

X =
ϱ ln(h) + ln (τ/д)

T − ϱ

We then have:
ϱ ln(h) + ln (τ/д)

T − ϱ
>

1
2д for h ≥ 2

2дϱ ln(h) + 2д ln (τ/д) > T − ϱ given д > 0,T > ϱ

ϱ >
T/2д − ln (τ/д)
1/2д + ln(h)

ϱ >
T/2д

1/2д + ln(h) given
τ
д < 1

□

Below we provide an upper bound on ρ. We use Lemma 2 in
Section 5.3.

LEMMA 2: The value of ϱ, the smallest number of requests
that results in a positive test given T ,д, and h, is bounded by

ϱ < T/д − д (14)
for д ≥ 2,h ≥ 2, and 0 < τ < 1.

PROOF:
T

д
− д > ϱ

T

д
− д >

T ln
(
дh−h
дh−1

)
+ ln(τ/д)

ln
(
дh−h
дh−1

)
− ln (h)

Let a = ln
(
дh−h
дh−1

)
,b = ln(τ/д), and c = a−ln (h). Sinceд > 1,h > 1,

and 0 < τ < 1, we know that a < 0,b < 0, and c < 0.
T

д
− д >

Ta + b

c
T (c − дa) < д2c + дb

We prove below that c −дa < 0, and so we flip the inequality in the
following.

T >
д2c + дb
c − дa

(15)

For any values of д > 1,h > 1, and 0 < τ < 1, there exists a T
that satisfies Inequality 15 since the RHS is a constant.

To complete the proof, we now show that c − дa < 0.
c − дa < 0

a − ln(h) − дa < 0

(1 − д) ln
(
дh − h

дh − 1

)
− ln(h) < 0

To prove this inequality, we let f (д,h) = (1−д) ln
(
дh−h
дh−1

)
− ln(h).

Note that f (2, 2) ≈ −0.29 < 0. From this initial point, we show that
larger values of д and h are also negative.

The partial derivative w.r.t. h is
∂ f

∂h
=

д − дh

h(дh − 1) .

It is always negative, and therefore the value of f () becomes more
negative as h increases.

The argument w.r.t. д is more complicated. As stated above, we
know that f (2, 2) ≈ −0.29. Note that

lim
д→inf

f (д,h) = 1 − 1/h − ln(h),

which is less than zero when h ≥ 2. For example, 1 − 1/2 − ln(2) ≈
−0.19. We must show that f () is always negative for д > 2; in other
words, we must show that ∂f

∂д is always positive.
The partial derivative w.r.t. д of f () is

∂ f

∂д
= −

h − 1
дh − 1 − ln

(
(д − 1)h
дh − 1

)
.

We see that ∂f
∂д starts out positive. Specifically, ∂f (2,2)

∂д ≈ 0.072.

Note that lim
д→inf

∂f
∂д = 0. We must show that ∂2f

∂д is always negative.

∂2 f
∂д
= −

(h − 1)2

(д − 1)(дh − 1)2

Thus, ∂2f
∂д is always negative. In sum, ∂f (2,2)

∂д is positive, and ∂f
∂д

approaches 0 in the limit that д approaches infinity, and it is mono-
tonically decreasing. Since ∂f

∂д is always positive, we know that
starting from f (2, 2), which is a negative value, f () approaches a
negative value in the limit that д approaches infinity and is mono-
tonically increasing; that is, f () is never positive. □
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C BOUND OF POWER

THEOREM 5: For Eq. 2, the Power is Ω
(
1 − Exp

(
д3
T

) )
if

T > 0, 2 ≤ д <
√
T ,h ≥ 2, and 0 < τ < 1.

PROOF: We bound the Power probability from below. That is,
we show that the probability of an actual requester issuing less
than ϱ falls exponentially. We make use of a well-known Chernoff
bound [64].

Pr [X ≤ ϱ] = Pr [X ≤ (1 − δ )µ] ≤ Exp(δ2µ/2), (16)
for 0 < δ < 1. We let µ = T/д, and using Lemma 2, we solve for δ .

(1 − δ )µ = T/д − д

δ =
д2

T
We apply the bound [64].

Pr [X ≤ ϱ] = Pr [X ≤ (1 − δ )µ] ≤ Exp
( µ
2δ

2
)

= Exp

(
д3

2T

)
Substituting, we have the following.

Power = 1 − Pr [X ≤ ϱ]

≥ 1 − Exp
(
д3

2T

)
(17)

Because 0 < δ < 1, the bound applies when T > 0 and д <
√
T . □

D CHERNOFF BOUND
The following proof of a Chernoff bound variant is due to Prof. Nick
Harvey (https://www.cs.ubc.ca/~nickhar/W15/Lecture3Notes.pdf).
We include it here for completeness since it is not in standard
textbooks.

THEOREM 6:

Pr [X ≥ (1 + δ )µ] ≤ Exp (−1/3 δµ) , for δ ≥ 1.

PROOF: First, we claim that for f (x) = (1 + x) ln(1 + x) − x , when
x ≥ 1 that f (x) ≥ x/3. Consider the point x = 1. In that case, f (1) =
2 ln(2) − 1 > 0.38 > 1/3. Since the derivative f ′(x) = ln(1 + x) is
greater than ln(2) for all x ≥ 1, our claim is true. Next, we start
with the well-known Chernoff bound [64]:

Pr [A ≥ (1 + δ )µ] ≤
(

eδ

(1 + δ )1+δ

)µ
, for δ > 0.

We need only show that(
eδ

(1 + δ )1+δ

)µ
≤ Exp(−1/3 δµ)

ln
(

eδ

(1 + δ )1+δ

)
≤ ln(Exp(−1/3 δ ))

(1 + δ ) ln(1 + δ ) − δ ≥ δ/3

The last inequality is true because of our earlier claim. □
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